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Hackers can't touch what they don't see 
Abstract:

Cyber attacks caused 13.3 billion dollars of damage in 2007.   These attacks on computer systems are becoming increasingly frequent and sophisticated; therefore there is a growing need for a System that companies can use to prevent such attacks.  Current security systems like IPS and Firewalls, block or detect attacks using, signatures, rules and policies.  This approach does not stop attackers it just makes them try harder.  Below is a graph representing a machine and how often it is scanned on the internet if the attacker finds a port open the attack begins to escalate?  An attacker only tries to attack if they see a box open.  Using Nano-stealth technology the attacker does not even see a box therefore moves on to an easier target which they can see.  
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Body:

A hacker uses a systematic approach to attacking a user.  The approach is as follows:
1. Reconnaissance: Before a hacker launches an attack,  they conduct a detailed reconnaissance to collect information about their target. This process typically involves using, general web searches, the "whois" database, and the Domain Name System (DNS).

2. Scanning: The hacker, equipped with information about the infrastructure of the victim's network, begins scanning the victim's systems looking for systems that are online.   Then the hacker scans these systems for vulnerabilities and openings. At the end of this phase the hacker will have gained valuable information about the company’s network, including lists of vulnerabilities, open ports, and firewall rule sets. There are a number of powerful freely-available network scanners on the web for that purpose.
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3. Gaining access: 

· Operating System and Application attacks: This approach is done by using pre created scripts," utilizing prepackaged exploits with highly systematic approaches. Generally, variations of the operating system buffer overflow attacks are used to gain root access to the target. In addition, password guessing is used as an entry point to log in to the target. Brute Force attacks can occur also.
· Network attacks: Network sniffers can be used to collect Data information from the network. A sniffer Analyzer is a program that collects traffic from the network and shows the hacker what is happening.  At this point the hacker can find passwords and userid in the data stream of the captured data. In addition, other techniques like spoofing and session hijacking are used typically with a freely available tool called Netcat.
4. Creating a Backdoor: Once the Hacker is in they will create a backdoor.  Such techniques are called: Trojan horses, backdoors, and Root Kits.
5. Covering Tracks: Hackers now cover their tracks by changing or deleting log files and creating backdoor programs and Root Kits. 

Using Nano-Stealth technology this hacker only gets to step 1.  At this point their tools show the systems as offline.  The hacker will just move on to the next open system.  The attacker never even gets to finishing step two since the initial scan comes up as blank.     Only authenticated and allowed users will be able to access your infrastructure.  Nano-Stealth software has the unique capability of making your system look invisible to attacker’s system scans.  Scans happen everyday; keep your information safe from attackers.  Nano-Stealth technology when installed into your corporation will keep your information safe and hidden while allowing your current user base to access the systems.
